SWINFEN AND PACKINGTON PARISH COUNCIL

iis Jayne Minor
6 Highfield Close
Burntwood

WS7 9AR

E-Mail; [z .o
Web Siter -+ -

Our Ref: IM 27 Jlune 2018

To: All Members of the Parish Council

Dear Councillor

You are hereby summeoned to attend the Meeting of the Parish Council to be held in the Conference
Room 1, Conference Centre, HMP Swinfen on Wednesday 4 July 2018 commencing 7.00 p.m. at
which the business set out below will be transacted.

Yours sincerely

Jayne Minor {Ms)
Parish Clerk

AGENDA

PUBLIC FORUM
A maximum of 15 minutes will be allocated prior to the commencement of the meeting when

members of the public may put questions/comments on any matter in relation to which the Parish
Council has powers or duties which affect the area (see notes at the end of the Agenda).

1. APOLOGIES FOR ABSENCE
2. DECLARATIONS OF INTEREST AND DISPENSATION

To receive declarations of any personai or prejudicial interest under consideration on the
Agenda in accordance with the Parish Town Councils (Model Code of Conduct) Order 2007,

3 MINUTES

To approve as a correct record the Minutes of the Meeting of the Parish Council heid on 16
May 2018 {(Minute Nos. 1-15) (ENCLOSURE).



10.

CHAIRMAN'S ANNOUNCEMENTS
THE HIGH SPEED RAIL PLAMS

Members are requested to debate the up to date position relating to the High Speed Rail
Plans.

GENERAL DATA PROTECTION REGULATIONS {(GDPR)

To review and approve the following General Data Proteciion Regulations {GDPR) policies
and documents (ENCLOSURE):

Document Retention and Disposal Policy

Data Security Breach Reporting Form

List of Documents for Retention or Disposal — Appendix A
Email Contact Privacy Notice

Social Media and Electronic Communication Policy
Councillor Privacy Notice

information and Data Protection Policy

Privacy Impact Assessment Form

Subject Access Request Form

The Management of Transferakle Data Policy

@
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BUS SHELTER

Members are requested to consider the guotation received from Shelutions (ENCLOSURE).
EXCLUSION OF THE PRESS AND PUBLIC

The Chairman will move:

That under the Public Bodies {Admissions to Meetings) Act 1960 (Section 2) (and as
expended by Section 100 of the Local Government Act 1972}, the press and pubiic be
exctuded from the meeting for the following items of business on the grounds that they
irnvolve the likely disclosure of exempt information.

PARISH CLERK'S SALARY

Members are requested te approve the payment of the Parish Clerk's June and July 2018
salary {PINK ENCLOSLIRE).

DATE AND TIME FOR NEXT PARISH COUNCIL MEETING

The next Parish Council meetings will be held on Wednesday 05 September 2018 and 07
November 2018.

PUBLIC FORUM SESSION AT PARISH COUNCIE MEETINGS

Residenis of Swinfen and Packington Parish Council have an opportunity to speak at each Parish
Council meeting:

1

The Public Forum session will usually be the first itern on the Agendo.



The Public Forum will fast up to 15 minutes and members of the public can ask the Parish
Council a question {or maie o statement).

Your statement or question must relate to o matter of special relevance to Swinfen and
Packington or within the responsibility of the Parish Council,

Matters relating to the conduct of any individual councillor or officer will not be permitted —
in such circumstances vou shoufd write to the Parish Council.

You will be allowed to speok for up to 3 minutes and you can raise more thon one issue within
the overall limit of 3 minutes allowed to vou.

After each speaker the Chairman of the Parish Council {or his/her representative) wifl answer
the guestion or give notice that he/she will provide a written answer as soon as possible.

if o written answer is to be given this will be sent to you at your stated address,



SWINFEN AND PACKINGTON PARISH COUNCIL

MINUTES OF THE SWINFEN AND PACKINGTON PARISH COUNCIL. ANNUAL MEETING HELD
AT THE CONFERENCE ROOM 1, CONFERENCE CENTRE, HMP SWINFEN ON
WEDNESDAY 16 MAY 2018 COMMENCING AT 7.03 PM

PRESENT

Councillor R Barnes in the Chair
Councillor Armstrong, J Barnes and Dyott

In attendance:

Ms J Minor, Parish Clerk

1. ELECTION GF CHAIRMAN OF THE PARISH COUNCIL FOR THE ENSUING YEAR
FOLLOWED BY DECLARATION CF ACCEPFANCE OF OFFICE

RESOLVED That Counciflor Richard Barnes be elected Chairman of the Parish
Council for the ensuing year.

2. APOLOGIES FOR ABSENCE
Councillor Efliott.

3. DECLARATIONS OF INTEREST
None declared.

4, MINUTES

RESOLVED That the Minutes of the Meeting of the Parish Council held on 14
March 2018 (Minute Nos, 61-70) as circulated, be approved as a correct record and
signed by the Chairman.

5. CHAIRMAN'S ANNOUNCEMENTS

Bus Shelter

Councillor R Barnes made reference to a bus shelter [from Tamworth to Lichfield on
the A51] which had been previously discussed on 17 January 2018.

RESOLVED That a site meeting to ascertain the exact location be arranged
between Councillor R Barnes and the Parish Clerk.

Packington Hall

Counciller R Barnes informed Members that he had visited the site with District
Councillor Brian Yeates. Even though the site was Grade Il Listed, the site looked like
a bomb site. Members were informed that there were no services on the site [no
water, no electricity etcj.



SWINFEN AND PACKINGTON PARISH COUNCTL

RESOLVED That Councilior R Barnes would pursue the matter furthaer with
District Councillor Yeates.

Community Infrastructure Levy {CIL}

The Parish Clerk informed Members that £1,037.77 had been received from Lichfield
District Council in respect of planning application 16/00039/COU - Barn at
Packington Lane. Members were informed that the monies could go towards paying
for a replacement bus shelter [from Tamworth to Lichfield on the A51].

[Councillor Armstrong declared an interest in planning application 16/00039/C0OU —
Barn at Packington Lane].

VAT Refund

The Parish Clerk informed Members that £108.16 had been reclaimed for goods and
services bought by Swinfen and Packington Parish Council [laptop and printer].

General Data Protection Regulations/Data Protection Bill 2017

The Parish Clerk made reference to the draft Data Protection Bill previously
discussed on 17 lanuary 2018, The Parish Clerk informed Members that she had
received an email from Bal Nahal, Head of Legal, Property and Democratic Services,
Lichfield District Council:

“| understand that an amendment to the draft Data Protection Bill has been tabled
by the Government which will exempt Parish Councils from the need to have a Data
Protection Officer [DPO]. As you are aware, it was previously stated that this would
be a statutory requirement for all Parish Councils.

It will stil be 3 matter of good practice to have a DPO but not a statutory
requirement.

It is highly likely that the amendment will go through and thus the requirement for a
DPO for Parishes will be removed but until the final Bill is passed and becomes an
Act it is impossible to state this with certainty.

It is of course a matter for you if you wish to appoint a DPO or not but | wanted to
bring this to your attention in order that you can review any decision your Parish
Council may have taken with regard to the appointment of a DPO.”

THE HIGH SPEED RAIL PLANS

Councillor § Barnes informed Members that the NFU were meeting next week at the
Rugby Club.

RESOLVED That an item on the High Speed Rail Plans (HS2) continue to be
included on the next agenda.

ANNUAL GOVERNANCE AND ACCOUNTABILITY RETURNS FOR THE YEAR ENDED 31
MARCH 2018

Certificate of Exemption



10.

11.

12.

13.

SWINFEN AND PACKINGTON PARISH COUNCIL

RESOLVED That the Certificate of Exemption be approved and the Chairman
and the Responsible Financial Officer be authorised to sign the document.

Section 1 — Annual Governance Statement 2017/18

RESOLVED That the Annual Government Statement 2017/18 be approved and
that the Chairman and Responsible Financial Officer be authorised to sign the
document.

Section 2 — Accounting Statements 2017/18

RESOLVED That the Accounting Statements 2017/18 be approved and that the
Chairman and Responsible Financial Officer be authorised to sign the document.

RISK ASSESSMENT

RESOLVED That the 2017/2018 Risk Assessment in respect of the Parish
Council’s bus shelters and public notice boards be received and noted.

INTERNAL AUDITOR’S REPORT AND APPOINTMENT OF INTERNAL AUDITOR

RESOLVED That the internal auditor's report produced by Mr B Cooper be
received and noted.

RESOLVED That Mr Brian Cooper appointed as Internal Auditor for the year
2018/2019.

SOCIETY OF LOCAL COUNCIL CLERKS

RESOLVED That the Parish Council renew membership of the Society of Local
Council Clerks (cheque number 1006457).

STAFFORDSHIRE PARISH COUNCILS’ ASSOCIATION (SPCA)

RESOLVED That the Parish Council renew membership of the Staffordshire
Parish Councils” Association {cheque number 100456).

PARISH COUNCIL'S INSURANCE

The Parish Clerk informed Members that she had reviewed the Parish Council’s
insurance. Members were informed that AON UK Limited had been the previous
insurance company at a cost of £460.86 however BHIB Insurance Brokers [the policy
is underwritten by Aviva Insurance Limited] had provided a quotation for £388.27
thus saving the Parish Council £72.59.

RESOLVED That the Parish Council’s insurance be renewed (cheque number
100455).

EXCLUSION OF THE PRESS AND PUBLIC

RESOLVED That under the Public Bodies (Admissions to Meetings} Act 1960
{Section 2} {and as expended by Section 100 of the Local Government Act 1972), the
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SWINFEN AND PACKINGTON PARISH COUNCIL

press and public be excluded from the meeting for the following items of business
an the grounds that they involve the likely disclosure of exempt information.

PARISH CLERK'S SALARY
It was proposed by Councillor R Barnes, duly seconded and

RESOLVED {1) That cheques be drawn in respect of the Parish Clerk’s April
2018 {cheque number 100448} and May 2018 (cheque number 100449) salary,
HMRC - June 2018 {cheque number 100452), Staffordshire Pension fund - June 2018
{cheque number 100451), HMRC - July 2018 {cheque number 100454) and
Staffordshire Pension Fund - July 2018 {cheque number 100453).

(2) That in relation to 7.3 of the Parish Clerk’s Contract of
Employment an annual sum of £156 {£3 per week) (cheque number 100450) be paid
to the Parish Clerk in reimbursement of use of space, lighting, heating and
electricity.

DATE, VENUE AND TIME FOR NEXT PARISH COUNCIL MEETING
RESOLVED That Wednesday 04 July 2018, Wednesday 05 September 2018 and

Wednesday 07 November 2018 in the Conference Room 1, Conference Centre, HMP
Swinfen commencing 7.00 p.m. be confirmed as the next Parish Council meetings.

(The Meeting closed at 7.40 p.m.)

SIBNEL .ot e rse e
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SWINFEN AND PACKINGTON PARISH COUNCIL
DOCUMENT RETENTION AND DISPOSAL POLICY

DOCUMENT RETENTION AND DiSPOSAL POLICY
introduction

The Council accumulates a vast amount of information and data during the course ofits
everyday activities. This includes data generated internally in addition to information obtained
from individuals andexternal organisations. This informationis recorded in various different
types of document.

Records created and maintained by the Council are an important asset and as such measures
need to be undertaken to safeguard this information. Properly managed records provide
authentic and reliable evidence of the Council’s fransactions and are necessary toensure it can
demonstrate accountability.

Documents mayberetainedineither ‘hard’ paperform orin electronicforms. Forthe purpose
of this policy, ‘document’ and ‘record’ refers to both hard copy and electranic records.

ftis imperative that documents are retained for an adequate period of time. If documents are
destroyed prematurely the Council and individual officers concerned could face prosecution
for not complying with legislation and it could cause operational difficulties, reputational
damage and difficulty in defending any claim brought against the Council.

in contrast to the above the Council should not retain documents tonger than is necessary.
Timely disposal should be undertaken to ensure compliance with the General Data Protection
Regulations sothatpersonalinformationis notretained langerthan necessary. Thiswill also
ensure the most efficient use of limited storage space.

Scope and Objectives of the Policy

The aim of this document is to provide a working framework to determine which documents
are:

= Retained —and for how long; or
= Disposed of — and if so by what method

There are some records that do not need to be kept at all or that are routinely destroyed in
the course of business. This usually applies to informationthat is duplicated, unimportant or
only of a short-term value. Unimportant records of information include:

= ‘With compliments’slips

» Catalogues and trade journals

= Non-acceptanceofinvitations

» Trivial electronic mail messages that are not related to Council business
» Requests for information such as maps, plans or advertising material

* Qut of date distribution lists

Duplicated and superseded material such as stationery, manuals, drafts, forms, address books
and reference copies of annual reports may be destroyed.

Records should not be destroyed if the information can be used as evidence to prove that
something has happened. i destroyed the disposal needs to be disposed of under the General
Data Protection Regulations.

Page 10of4
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SWINFEN AND PACKINGTON PARISH COUNCIL
DOCUMENT RETENTION AND DISPOSAL POLICY

Roles and Responsibilities for Document Retention and Disposat

Councils are responsible for determining whether to retain or dispose of documentsand
shouid undertake a review of documentation atleast on an annual basis te ensure that any
unnecessary documentation being held is disposed of under the General Data Protection
Regutations.

Councils should ensure that allemployees are aware of the retention/disposai schedule.
Document Retention Protocol

Councils should have in place an adeguate system for documenting the activities of their
service. This system should take into accountthe legislative and regulatory environments to
which they work.

Records of each activity should be complete and accurate enough to allow empleyees and
theirsuccessorsto undertake appropriate actionsin the context oftheirresponsibilities to:

= Facilitate an audit or examination of the business by anyane so authorised.

» Protectthe legal and otherrights ofthe Council, its clients and any other persons affected
by its actions,

= Verifyindividual consentto record, manage and record disposal of their personal data.

» Provide authenticity ofthe records sothatthe evidence derived from themis showntobe
credible and authoritative.

To facilitate this the following principles should be adopted:

» Records created and maintained should be arranged in a record-keeping system that will
enable quick and easy retrieval of information under the General Data Protection
Regulations

» Documents that are no longer required for operational purposes but need retaining shouid
be placed at the records office.

The retention schedulesin Appendix A: List of Decuments for Retention or Disposal provide
guidance on the recommended minimum retention periods for specific classes of documents
and records. These schedules have been compiled from recommended best practice from the
Public Records Office, the Records Management Society of Great Britain and in accordance
with relevant legislation.

Whenever there is a possibility of litigation, the records and information that are iikely to be
affected shouldnotbe amended ordisposedof untilthe threat oflitigation has beenremoved.

Document DisposalProtocol

Documents should only be disposed of if reviewed in accordance with the following:

= |s retention required to fulfil statutory or other regulatory requirements?

= Isretention required to meet the operational needs of the service?

= |s retention required to evidence events in the case of dispute?

= |sretentionrequired hecausethedocumentorrecordis ofhistoricinterestorintrinsic

valye?

Page2ofd
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SWINFEN AND PACKINGTON PARISH COUNCIL
DOCUMENT RETENTION AND DISPOSAL POLICY

When documents are scheduled for disposal the method of disposai should be appropriate to
the nature and sensitivity of the documents concerned. Arecord ofthe disposal willbe keptto
comply with the General Data Protection Regulations.

Documents can be disposed of by any of the following methods:

= Non-confidential records: place in waste paper bin for disposal

= Confidential records orrecords giving personal information: shred documents
= Deietion of computerrecords

= Transmission of records to an externat body such as the County Records Office

The following principles should be followed when disposing of records:

= All records containing personal or confidential information should be destroyed at the end
oftheretention period. Failureto dosocould leadtothe Council being prosecuted under
the General Data Protection Regulations.

= the Freedom of information Act or cause reputational damage.

= Where computer records are deleted steps should be taken to ensure that data is ‘virtually
impossible to retrieve’ as advised by the information Commissioner,

«  Wheredocumentsare of historicalinterestitmay be appropriatethattheyaretransmitted
to the County Records office.

* Back-up copies of documents should also be destroyed (including electronic or
photographed documents unless specific provisions exist for their disposal).

Records should be maintained of appropriate disposals. These records should contain the
following information:

= The name of the document destroyed
= The date the document was destroyed
*  The method ofdisposal

Data Protection Act 1998 - Obligation to Dispose of Certain Data

The Data Protection Act 1998 ('Fifth Principle’) requires that personal information must not be
retained longerthanis necessaryforthe purposeforwhichitwas originally obtained. Section
1 of the Data Protection Act defines personal information as:

Data that relates to a living individual who can be identified:

a) from the data,or
b) fromthosedataandotherinformationwhichisinthe possessionof, oris likely to come
into the possession of, the data controlier.

itincludes anyexpression ofopinionaboutthe individual and anyindication oftheintentions
of the Council or other person in respect of the individual.

The Data Protection Act provides an exemption for information about identifiable living
individuals that is held for research, statistical or historical purposes to be held indefinitely
provided that the specific requirements are met.

Councils are responsible for ensuring that they comply with the principles of the under the
General Data Protection Regulations namely:
Page 30i4
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SWINFEN AND PACKINGTON PARISH COUNCIL
DOCUMENT RETENTION AND DISPOSAL POLICY

= Perscnaldatais processed fairly and lawfully and, in particular, shall not be processed
unless specific conditions are met.

» Personaldata shallonly be obtained for specific purposes and processed inacompatible
manner.

= Personal data shall be adequate, relevant, but not excessive.

»  Personal data shall be accurate and up to date.

» Personal data shali not be kept for longer than is necessary.

= Personal datashall be processedin accordance with the rights of the data subject.

= Personal data shall be kept secure.

External storage providers or archivists that are holding Council documents must also comply
with the above principles of the General Data Protection Regulations.

Scanning of Documents

fmgeneral, once adocument has been scanned onto adocumentimage systemthe original
becomes redundant. There is no specific legislation covering the format for which local
government records are retained following electronic storage, except for those prescribed by
HM Revenue andCustoms.

As a general rule hard copies of scanned documents should be retained for three months after
scanning.

Original documents required for VAT and tax purposes should be retained for six years unless a
shorter period has been agreed with HM Revenue and Customs.

Review of Document Retention

It ts planned to review, update and where appropriate amend this document on a regular basis
(at least every three years in accordance with the Code of Practice on the Management of

Records issued by the Lord Chancelior).

This document has been compiled fromvarious sources of recommended best practice and
with reference to the following documents and publications:

» Local Council Administration, Charles Arnold-Baker, 910" edition, Chapter 11

= Local Government Act 1972, sections 225 — 229, section 234

» SLCC Advice Note 316 Retaining Important Documents

» SLCC Clerks’ Manual: Storing Books and Documents

= Lord Chancellor’s Code of Practice on the Management of Recordsissued under Section 46 of
the Freedom of Information Act 2000

List of Documents
The fullfist of the Council's documents and the procedures for retention or disposal can be

found in Appendix A: List of Documents for Retention and Disposal. This is updated regularly in
accordance with any changes to legal requirements.
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SWINFEN AND PACKINGTON PARISH COUNCIL
DATA SECURITY BREACH REPORTING FORM

Data Security Breach Reporting Form

Adatasecurity breachcanhappenforanumberofreasons: Loss ortheft ofdataorequipmentonwhichdata
is Stored, Inappropriate access controls allowing unauthorised use, Equipment failure, Human error,
Unforeseen circumstances such as afire orflood, Hacking attack, ‘Blagging’ offences where informationis
obtained by deceiving the organisation who holds it. Use this form to report such breaches.

Example: Reportable theft or loss of an unencrypted laptop computer or other unencrypted portable
electronic/digital media holding names, addresses, dates of birth and National Insurance Numbers of
individuals. A manual paper-based filing system (or unencrypted digital media) holding the personal data
relating to named individuals and their financial records etc. More information can be found using the below
link:

https://ico.org.uk/media/for-

organisations/documents/1562/quidance on data security breach management.pdf

Breach Containment and Recovery
Article 2(2) of the Notification Regulation states:

The provider shall notify the personal data breach to the competent national authority no laterthan 24 hours
afterthe detection ofthe personal data breach, where feasible. The provider shallinclude inits notificationto
the competent national authority the information set out in Annex |. The Privacy and Electronic
Communications (EC Directive) Regulations 2003 (PECR) provide rules about sending marketing and
advertising by electronic means, such as by telephone, fax, email, text and picture or video message, or by
using an automated calling system. PECR also include other rules relating to cookies, telephone directories,
traffic data, location data and security breaches. Detection of a personal data breach shall be deemed to have
taken place when the provider has acquired sufficient awareness that a security incident has occurred that led
to personal data being compromised, in order to make a meaningful notification as required under this
Regulation.

Date and time of Notification of Breach

NotificationofBreachtowhom
Name

Contact Details

Details of Breach

Page1of3




SWINFEN AND PACKINGTON PARISH COUNCIL
DATA SECURITY BREACH REPORTING FORM

Nature and content of Data Involved

Number of individualsaffected:

Name of person investigating breach

Name

Job Title
Contact details
Email

Phone number
Address

Information Commissioner informed

Time and method of contact

https://report.ico.org.uk/security-breach/

Police Informed if relevant
Time and method of contact
Name of person contacted

Contact details

Individuals contacted
Howmanyindividuals contacted?

Methodofcontactusedtocontact?

Does the breach affect individuals in other EU

member states?

Whatare the potential consequences and adverse

effects on those individuals?

Confirm that details of the nature of the risk to the
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SWINFEN AND PACKINGTON PARISH COUNCIL
DATA SECURITY BREACH REPORTING FORM

individuals affected: any measures they can take to
safeguard againstit; and the likely costtothem of
taking those measures is relayed to the individuals
involved.

Staff briefed

Assessment of ongoing risk

Containment Actions: technical and organisational
security measures have you applied (or were to be
applied) to the affected personal data

Recovery Plan

Evaluation and response

Page3of3
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SWINFEN AND PACKINGTON PARISH COUNCIL
EMAIL CONTACT PRIVACY NOTICE

Council Name: Swinfen and Packington Parish Council
Council Address: c/o6Highfield Close, Burntwood, WS7 9AR

EmailAddress: jayneminor@talktalk.net
Email Contact Privacy Notice

When you contact us

The information you provide (personal information such as name, address, email address, phone
number, organisation) will be processed and stored to enable us to contact you and respond to your
correspondence, provide information and/or access our facilities and services. Your personal
information will be not shared or provided to any other third party.

The Council’s Right to Process Information
General Data Protection Regulations Article 6 (1) (a) (b) and (e)

Processing is with consent of the data subject, or

Processing is necessary for compliance with a legal obligation, or

Processingis necessaryforthe performance ofatask carriedoutinthe publicinterestorinthe exercise
of official authority vested in the controller

Information Security

Swinfen and Packington Parish Council has a duty to ensure the security of personal data. We make
sure that your information is protected from unauthorised access, loss, manipulation, falsification,
destruction or unauthorised disclosure. This is done through appropriate technical measures and
appropriate policies. Copies of these policies can be requested.

We will only keep your data for the purpose it was collected for and only for as long as is necessary.
After which it will be deleted. (You many request the deletion of your data held by Swinfen and
Packington Parish Council at anytime).

Children
We will not process any data relating to a child (under 13) without the express parental/guardian
consent of the child concerned.

Access to Information
You have the right to request access to the information we have on you. You can do this by contacting
the Parish Clerk.

Information Correction
If you believe that the information we have about you is incorrect, you may contact us so thatwe can
update it and keep your data accurate. Please contact: the Parish Clerk to request this.

Information Deletion

If you wish Swinfen and Packington Parish Council to delete the information about you please
contact: the Parish Clerk to request this.
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SWINFEN AND PACKINGTON PARISH COUNCIL
EMAIL CONTACT PRIVACY NOTICE

Right to Object
If you believe that your data is not being processed for the purpose it has been collected for, you may

object: Please contact the Parish Clerk.

Rights Related to Automated Decision Making and Profiling
Swinfen and Packington Parish Council does not use any form of automated decision making or the
profiling of individual personal data.

Complaints

If you have a complaint regarding the way your personal data has been processed you may make a
complaint to Swinfen and Packington Parish Council’s Data Information Officer: (Jayne Minor, Parish
Clerk Email: jayneminor@talktalk.net) and the Information Commissioners Office
casework@ico.org.uk Tel:0303123 1113

Summary: In accordance with the law, Swinfen and Padkdington Parish Council only collect a limited
amount of information about you that is necessary for correspondence, information and service
provision. Swinfen and PackingtonParish Council do not use profiling, we do not sell or pass your datato
third parties. Swinfen and Packington Parish Council do not use your data for purposes other than those
specified. Swinfen and Packington Parish Council make sure your data is stored securely. Swinfen and
Packington Parish Council delete all information deemed to be no longer necessary. Swinfenand Packington
Parish Council constantly review our Privacy Policies to keep it up to date in protecting your data. (You
can request a copy of our policies at any time).
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SWINFEN AND PACKINGTON PARISH COUNCIL
SOCIAL MEDIA AND ELECTRONIC COMMUNICATIONPOLICY

Council Name: Swinfen and Packington Parish Council
CouncilAddress: c/o6Highfield Close, Bumtwood, WS7 9AR
EmailAddress: jayneminor@talktalk.net

Social Media and Electronic Communication Policy

The use of digital and social media and electronic communication enables the Parish Council to
interact in a way that improves the communications both within the council and between the
council and the people, businesses and agencies it works with and serves.

The council has a website and uses email to communicate. The council will atways try to use the
most effective channel for its communications. Over time the council may add to the channels of
communication that it uses as it seeks to improve and expand the services it delivers. When changes
occur this Policy will be updated to reflect the new arrangements.

Communications from the council will meet the following criteria:

= Be civil, tasteful and relevant;

= Not contain content that is knowingly unlawful, libellous, harassing, defamatory, abusive,
threatening, harmful, obscene, profane, sexually oriented or racially offensive,

» Not contain content knowingly copied from elsewhere, for which we do not own the copyright;

» Not contain any personal information.

= |fitis official council business it willbe moderated by eitherthe Chair/Vice Chair of the Council
or the Clerk to the Council;

» Sociai media will not be used for the dissemination of any political advertising.

Parish Council Website

Where necessary, we maydirect those contacting usto ourwebsite to see the requiredinformation
orwe may forwardtheir questionto one of our Counciltors for consideration andresponse. Wemay
notrespondto every commentwe receive particularly if we are experiencing a heavy workload.

Parish Council email
The Clerk to the Council has their own council email address (jayneminor@talktalk.net}. Theemail
account is menitored butplease notethatthe Clerkworks part-time (currently Shours per week).

The Clerk is responsibie for dealing with email received and passing on any relevant mail to members
orexternal agencies forinformation and/or action. Allcommunications on behalf of the council will
usually come from the Clerk, and/or otherwise will always be copied to the Clerk. All new emails
requiring data to be passed an, will be followed up with a Data consent form for compietion before
action is taken with that correspondence.

Individual Councitlors are at liberty {o communicate directly with parishioners in relation to their
own personal views, if appropriate, copy to the Clerk. NB: Any emails copied to the Clerk become
official and will be subject to The Freedom of Information Act.

These procedures will ensure that a complete and proper record of all correspondence is kept.
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SWINFEN AND PACKINGTON PARISH COUNCIL
SOCIAL MEDIA AND ELECTRONIC COMMUNICATION POLICY

Do not forward personal information on to other people or groups outside of the council, this
includes names, addresses, email, |P addresses and cookie identifiers.

SMS (texting)
Members and the Clerk may use SMS as a convenient way to communicate at times. All are
reminded that this policy also applies to such messages.

Video Conferencing e.g. Skype
if this medium is used to communicate please note that this policy also applies to the use of video
conferencing.

Internal communication and access to information within the council
The council is continually locking at ways to improve its working and the use of social media and
electronic communications is a major factor in delivering improvement.

Councillors are expected to abide by the Code of Conduct and the Data Protection Actinall their
work on behaif of the council

As more and more information becomes available at the press of a button, it is vital that all
information is treated sensitively and securely. Councillors are expected to maintain an awareness of
the confidentiality ofinformation thatthey have access to and not to share confidentialinformation
with anyone. Failure to properly observe confidentiality may be seen as a breach of the council's
Code of Conductandwill be dealtwiththroughits prescribed procedures (attheextremeitmay also
involve a criminalinvestigation).

Members should also be careful only to cc essential recipients on emails, i.e. to avoid use of the
‘Replyto All’ option if at all possible but of course copying in all who needto know and ensuring that
email frails have been removed.
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SWINFEN AND PACKINGTON PARISH COUNCIL
COUNCILLOR PRIVACY NOTICE

Council Name: Swinfen and Packington Parish Council
Council Address: c/o6Highfield Close, Burntwood, WS7 9AR
Email Address: jayneminor@talktalk.net

Councillor Privacy Notice
When you sign your acceptance of office and take your seat on SwinfenandPaddngtonParish
Council

The information you provide (personal information such as name, address, email address, phone
number, register of interests and other relevant information) will be processed and stored so that it is
possibletocontactyou, respondto your correspondence and retain informationrelatingto yourtimein
office with the Council. (The Council will provide you with a dedicated email address for conducting
Council business). Your personal information will not be shared with any third party other than those
related to a statutory or lawful requirement or with your consent.

When you contact us

The information you provide (personal information such as name, address, email address, phone
number, organisation) will be processed and stored to enable us to contact you and respond to your
correspondence, provide information and/or access our facilities and services. Your personal
information will be not shared or provided to any other third party.

The Councils Right to Process Information
General Data Protection Regulations Article 6 (1) (a) (b) and (e)

Processing is with consent of the data subject, or

Processing is necessary for compliance with a legal obligation, or

Processingis necessaryforthe performance ofataskcarried outinthe publicinterestorinthe exercise
of official authority vested in the controller

information Security

Swinfen and Packington Parish Council has a duty to ensure the security of personal data. We make
sure that your information is protected from unauthorised access, loss, manipulation, falsification,
destruction or unauthorised disclosure. This is done through appropriate technical measures and
appropriate policies. Copies of these policies can be requested.

We will only keep your data for the purpose it was collected for and only for as long as is necessary.
After which it will be deleted. (You many request the deletion of your data held by Swinfen and
Packington Parish Council at anytime).

Access to Information

You have the right to request access to the information we have on you. You can do this by contacting
the Parish Clerk.
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SWINFEN AND PACKINGTON PARISH COUNCIL
COUNCILLOR PRIVACY NOTICE

Information Correction
If you believe that the information we have about you is incorrect, you may contact us so that we can
update it and keep your data accurate. Please contact: The Parish Clerk to request this.

Information Deletion
If you wish Swinfen and Packington Parish Council to delete the information about you, please
contact: the Parish Clerk to request this.

Right to Object
If you believe that your data is not being processed for the purpose it has been collected for, you may
object: Please contact the Parish Clerk to object.

Rights Related to Automated Decision Making and Profiling
Swinfen and Packington Parish Council does not use any form of automated decision making or
the profiling of individual personal data.

Complaints

If you have a complaint regarding the way your personal data has been processed you may make a
complaint to Swinfen and Packington Parish Council’s Data Information Officer: (the Parish Clerk
Email: jayneminor@talktalk.net) and the Information Commissioners Office casework@ico.org.uk Tel:
0303123 1113

Summary

In accordance with the law, Swinfen and Packington Parish Council only collect a limited amount of
information about you thatis necessary for correspondence, information and service provision. Swinfen
and Packington Parish Council do not use profiling, we do not sell or pass your data to third parties.
Swinfen and Packington | Parish Council do not use your data for purposes other than those specified.
Swinfen and Packington Parish Council make sure your data is stored securely. Swinfen and
Packington Parish Council delete all information deemed to be no longer necessary. Swinfen and
Packington Parish Council constantly review our Privacy Policies to keep it up to date in protecting
yourdata. (You can request a copy of our policies at any time).
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SWINFEN AND PACKINGTON PARISH COUNCIL.
INFORMATION& DATAPROTECTIONPOLICY

Information & Data Protection Policy

Introduction

In order to conduct its business, services and duties, Swinknand Packingion Parish Council processes a
wide range of data, refating to its own operations and some which it handles on behalf of partners.
In broad terms, this data can be classified as:

= Data shared in the public arena about the services it offers, its mode of operations and other
information it is required to make available to the public.

= Confidentialinformation and data not yet in the public arena such as ideas or policies that are
being worked up.

= Confidentialinformation about other organisations because of commercial sensitivity.

» Personal data concerning its current, past and potential employees, Councillors, and volunteers.

» Personal data concerning individuals who contact it for information, to access its services or
facilities or to make a complaint.

Swinfen and Packington Parish Counciiwill adopt procedures and manage responsibly, atl data which
it handles and will respect the confidentiality of both its own data and that belonging to partner
organisations it works with and members of the public. In some cases, it will have contractual
obligations towards confidential data, but in addition will have specific iegal responsibilities for
personal and sensitive information under data protection legistation.

The Parish Council will periodically review and revise this policy in the light of experience, comments
from data subjects and guidance from the information Commissioners Office.

The Councilwillbe astransparent as possible aboutits operations and will work closely with public,
community and voluntary organisations. Therefore, in the case of all information which is not
personal or confidential, it will be prepared to make it available to partners and members of the
Parish’s communities. Details of information which is routinely available is contained in the Council’'s
Pubtication Schemewhichis basedonthe statutory model publication schemefor local councils.

Protecting Confidential or Sensitive Information

Swinfen and Packington Parish Council recognises it must at times, keep and process sensitive
and personal information about both employees and the public, it has therefore adopted this
policy not only to meet its legal obligations but to ensure high standards.

The General Data Protection Regulation (GDPR) which become law on 25 May 2018 and will, like the
Data Protection Act 1998 beforethem, seektostrike abalance betweentherights ofindividuals and
the sometimes, competing interests of those such as the Parish Council with legitimate reasons for
using personal information,

The policy is based on the premise that Personal Data must be:

»  Processed fairly, lawfully and in a transparent manner in relation to the data subject.

v Collectedforspecified, explicitand iegitimate purposes and notfurtherprocessedin amanner
that is incompatible with those purposes.

»  Adequate, relevant and limited to what is necessary in relation to the purposes forwhich they
are processed.

» Accurate and, where necessary, kept up to date.
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SWINFEN AND PACKINGTON PARISH COUNCIL
INFORMATION & DATAPROTECTIONPOLICY

= Keptinaformthatpermitsidentification of data subjects for nolongerthanis necessaryforthe
purposes for which the personal data are processed.

» Processed in a manner that ensures appropriate security of the perscnal data including
protection against unauthorised or untawful processing and against accidental loss, destruction
or damage, using appropriate technical or organisational measures.

Data Protection Terminology

Data subject - means the person whose personal data is being processed.

That may be an employee, praspective employee, associate or prospective associate of BTC or
someone transacting with it in some way, or an employee, Member or volunteer with one of our
clients, orpersonstransactingorcontracting with one of ourclientswhenwe process dataforthem.

Personal data-means anyinformation relatingto anatural person ordata subjectthatcanbe used

directly or indirectly to identify the person.
It can be anything from a name, a photo, and an address, date of birth, an email address, bank
details, and posts on social networking sites or a computer IP address.

Sensitive personal data -includes information about racial or ethnic origin, political opinions, and
religious or other beliefs, trade union membership, medical information, sexual orientation, genetic
and biometric data or information related to offences or alleged offences where it is used to
unigquely identify anindividual.

Data controller - means a person who {either alone or jointly or in common with other persons) (e.g.
Parish Council, employer, council) determines the purposes for which and the manner in which any
personal data is t0 be processed.

Data processor -in relation to personal data, means any person (other than an employee of the data
controller) who processes the data on behalf of the data controller.

! Processinginformation or data-meansobtaining, recording orholdingthe informationordataor
carrying out any operation or set of operations on the information or data, including:

* organising, adapting or altering it

» retrieving, consulting or using the information or data

» disclosing the information or data by transmissicn, dissemination or otherwise making it
available

* aligning, combining, blocking, erasing or destroying the informatien or data. regardless ofthe

=  Technology used.

Swinfen and Packington Parish Council processes personal data in order to:

= fulfil its duties as an employer by complying with the terms of contracts of employment,
safeguarding the employee and maintaining information required by faw.

» pursue the legitimate interests of its business and its duties as a public body, by fulfilling
contractual terms with other organisations, and maintaining information required by law.

= monitor its activities including the equality and diversity of its activities

« fulfilits duties in operating the business premises including security

« assist requlatory and law enforcement agencies
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SWINFEN AND PACKINGTON PARISH COUNCIL
INFORMATION & DATAPROTECTIONPOLICY

»  process information including the recording and updating details about its Councillors,
employees, partners andvolunteers.

= process information including the recording and updating details about individuals who contact
it for information, or to access a service, or make a compiaint.

= undertake surveys, censuses and guestionnaires to fulfil the objectives and purposes of the
Council.

» undertake research, audit and quality improvement work to fulfil its objects and purposes.

» carry out Counciiadministration.

Where appropriate and governed by necessary safeguards we wili carry out the above processing
jointly with other appropriate bodies from time to time.

The Council will ensure that at least one of the following conditions is met for personal
information to be considered fairly processed:

= The individual has consented to the processing

= Processing is necessaryforthe performance of a contractor agreement with the individual

=  Processing is required under a legal obligation

» Processing is necessary to protect the vital interests of the individual

»  Processing is necessary to carry out public functions

* Processingis necessaryinorderto pursuethe legitimateinterests of the datacontrolleror third
parties.

Particular attention is paid to the processing of any sensitive personal information and the Parish
Council will ensure that at least one of the following conditions is met:

» Explicit consent of the individual

¢ Required by law to process the data for employment purposes

e Arequirementin order to protect the vital interests of the individual or another person

Who is responsible for protecting a person’s personal data?

The Parish Council as a corporate hody has ultimate responsibility for ensuring compliance with the
Data Protection legislation. The Council has delegated this responsibility day to day to the Parish
Clerk.

* Email: jayneminor@talktalk net
» Correspondence: The Parish Clerk, ¢/o 6 Hghfieid Close, Burntwood WS7 9AR

Diversity Monitoring

Swinfen and Packington Parish Council monitors the diversity of its employees, and Councillors, in
order to ensure that there is no inappropriate or unlawful discrimination in the way it conducts
its activities. It undertakes similar data handling in respect of prospective employees. This data
will always be treated as confidential. [twili only be accessed by authorised individuals withinthe
Council and will not be disclosed to any other bodies or individuals. Diversity information will
never be used as selection criteria and will not be made available to others involved in the
recruitment process. Anonymised data derived from diversity monitoring will be used for
monitoring purposes and may be published and passed to other bodies.

The Council will always give guidance on personnel data to employees, councillors, partners and
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SWINFEN AND PACKINGTON PARISH COUNCIL
INFORMATION & DATAPROTECTIONPOLICY

volunteers through a Privacy Notice and ensure that individuals on whom persenal information is
kept are aware of their rights and have easy access to that information on request.

Appropriate technical and organisational measures will be faken against Unauthorised or uniawfut
processing of personal data and against accidental loss or destruction of, or damage to, personal
data.

Personal data shall not be transferred to a country or territory outside the European Economic Areas
unless that country orterritory ensures an adeguate leve! of protection for the rights and freedoms
of data subiects in relation to the processing of personal data.

Information provided to us

The information provided (personal information such as name, address, email address, phone
number) will be processed and stored so that itis possible for us to contact, respond to or conduct
the transaction requested by the individual. By transacting with Swinfen and Packington Parish
Council, individuals are deemed to be giving consent for their personal data provided to be used
and transferred in accordance with this policy, however where ever possible specific written
consent will be sought. it is the responsibility of those individuals to ensure that the Parish
Council is able to keep their personal data accurate and up-to-date. The personal information
will be not shared or provided to any other third party or be used for any purpose other than that
for which it was provided.

The Councils Right to Process Information

General Data Protection Regulations (and Data Protection Act} Article 6 {1} (@) {b) and (&)
Processing is with consent of the data subject, or

Processingis necessaryforcompliancewithalegalobligation.

Processing is necessary forthe legitimate interests ofthe Council.

Information Security

The Parish Council cares to ensure the security of personal data. We make sure that your
information is protected from unauthorised access, loss, manipuiation, falsification, destruction or
unauthorised disclosure. This is done through appropriate technical measures and appropriate
policies.

Wewill only keep your data forthe purpose it was collected for and only for as long as is necessary,
after which it will be deleted.

Children

We will not process any data relating to a child (under 13) without the express parentai/ guardian
consent of the child concerned.
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SWINFEN AND PACKINGTON PARISH COUNCIL
INFORMATION & DATAPROTECTIONPOLICY

Rights of a Data Subject

Accesstolnformation: anindividual has the righttorequestaccessto the information we have on
them. They can do this by contacting the Parish Clerk.

Information Correction: Ifthey believe thatthe information we have aboutthemisincorrect, they
may contactus sothatwe canupdateitandkeeptheirdataaccurate. Please contact: Parish Clerk.

Information Deletion: If the individual wishes the Parish Council to delete the information about
them, they can do so by contacting the Parish Clerk.

Right to Object: If an individual believes their data is not being processed for the purpose it has been
collected for, they may object by contacting the Parish Clerk.

The Parish Councildoes notuse automateddecisionmaking or profiling ofindividual personal data.

Complaints: If an individual has a complaint regarding the way their personal data has been
processed, they may make a complaint to the Parish Clerk or the Information Commissioners
Office casework@ico.org.uk Tel: 0303 123 1113.

The Council will always give guidance on personnel data to employees through the Employee
handbook.

The Council will ensure that individuals on whom personal information is kept are aware of their
rights and have easy access to that information on request.

Making Information Available

The Publication Scheme is a means by which the Council can make a significant amount of
information available routinely, without waiting for someone to specifically requestit. The scheme
is intended to encourage local people to take an interest in the work of the Council and its role
within the community.

In accordance with the provisions of the Freedom of Information Act 2000, this Scheme specifies the
classes ofinformationwhich the Council publishes orintendsto publish. Itis supplemented withan
Information Guide which will give greater detail of what the Council will make available and
hopefully make it easier for people to access it.

All formal meetings of Council and its committees are subject to statutory notice being given on
notice boards, the Website and sent to the local media. The Council publishes an annual programme
in May each year. All formal meetings are open to the public and press and reports to those
meetings and relevant background papers are available for the public to see. The Council welcomes
public participation and has a public participation session on each Council and committee meeting.
Details can be seen in the Council’s Standing Orders, which are available on its Website or atits
Offices.

Occasionally, Council or committees may need to consider matters in private. Examples of this are
matters involving personal details of staff, or a particular member of the public, or where details of
commercial/contractual sensitivity are to be discussed. This will only happen after a formal
resolution has been passed to exclude the press and public and reasons for the decision are stated.
Minutes from all formal meetings, including the confidential parts are public documents.
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SWINFEN AND PACKINGTON PARISH COUNCIL
INFORMATION & DATAPROTECTIONPOLICY

The Openness of Local Government Bodies Regulations 2014 requires written records to be made of
certaindecisions taken by officers underdelegated powers, These are notroutine operational and
administrative decisions such as giving instructions to the workforce or paying an invoice approved
by Council, but would include urgent action taken after consultation with the Chairman, such as
responding to aplanning applicationin advance of Council. In otherwords, decisions which would
have been made by Council or committee had the delegation not been in piace.

The 2014 Regulations also amend the Public Bodies {Admission to Meetings) Act 1960 to allow the
public or press to film, photograph or make an audio recording of council and committee meetings
normally open to the public. The Council will where possible facilitate such recording uniess it is
being disruptive. [t will also take steps to ensure that children, the vulnerable and members of the
public who object to being filmed are protected without undermining the broader purpose of the
meeting.

The Councilwillbe pleasedto make special arrangements on request for persons who donothave
English as their first language or those with hearing or sight difficulties.

Disclosure Information

The Council will as necessary undertake checks on both staff and Members with the Disclosure and
Barring Service and will comply with their Code of Conduct relating to the secure storage,
handling, use, retention and disposal of Disclosures and Disclosure Information. Itwill include an
appropriate operating procedure in its integrated quality management system.

Data Transparency

The Council has resolved to act in accordance with the Code of Recommended Practice for Local
Authorities on Data Transparency (September 2011). This sets out the key principles for local
authoritiesincreatinggreatertransparency throughthe publication of publicdata andis intendedto
help them meet obligations of the legisiative framework concerning information.

‘Public data” means the objective, factual data on which policy decisions are based and onwhich
public services are assessed, or which is collected or generated in the course of public service
delivery.

The Code willtherefore underpinthe Council's decisions onthe release of publicdata andensure it
is proactive in pursuing higher standards and responding to best practice as it develops.

The principles of the Code are:

Demand led: new technologies and publication of data should support transparency and
accountability

Open: the provision of public data will be integral to the Council’s engagementwith residents sothat
it drives accountability to them.

Timely: data will be published as soon as possible following praduction.

Government has also issued a further Code of Recommended Practice on Transparency, compliance
of which is compulsory for parish councils with turnover (gross income or gross expenditure) not
exceeding £25,000 per annum. These councils will be exempt from the requirement to have an
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external audit from Aprit 2017. Swinfen and Packington Parish Council exceeds this turnover but will
never the less ensure the following information is published on its Website for ease of access:

» All transactions above£100

= End of yearaccounts

= Annual Governance Statements

* [Internal Audit Reports

= List of Counciller er Member responsibilities

= Details of public land and building assets

= Draft minutes of Council and committees within one month

= Agendas and associated papers no later than three clear days before the meeting
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Privacy Impact Assessment (PIA)

As part of the PIA process organisations should describe how information is collected, stored, used
and deleted.
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What to think about when preparing the Privacy Impact Assessment
This form is to be used in conjunction with Conducting Privacy impact Assessments Code of Practice
published by the ICO. It can be integrated with consultation or planning processes.,

Effective consultation internally within the Council is an important part of any Privacy Impact
Assessment (PIA). Data protection risks are more likely to remain unmitigated on projects which
have not involved discussions with the people building a system or carrying out procedures.

Screening questions tohelp you decide whether aPrivacyimpact Assessmentisrequired

Wil the project involve the collection of new information about individuals®?

Will the project compel individuals to provide information about themselves?

Will information about individuals be disclosed to Organisations or people who have not
previously had routine access to the information?

Are youusing information aboutindividuats forapurposeitis not currently used for, orinaway
it is not currently used?

Does the projectinvolve you using new technology which might be perceived as being privacy
intrusive? For example, the use of bicmetrics or facial recognition.

Willthe projectresultinyoumaking decisions ortaking action againstindividualsinways which
can have a significant impact onthem?

Is the information about individuals of a kind particularly likely to raise privacy concerns or
expectations? For example, health records, criminal records or other information that people
would consider to be particularly private.

Will the project require you to contact individuals in ways which they may find intrusive?

When preparing your Privacy Impact Assessment you need to identify the possible Stakeholders
{see below)

Project managementteam
The team responsible for the overall implementation of a project will play a central role inthe
PlA process.

Data protecticn officer

If an organisation has a dedicated DPG, they are likely to have a close link to a PIA. Even if
projectmanagers areresponsible forindividual PlAs, the DPCwill be able to provide specialist
knowledge on privacyissues,

Engineers, developers and designers

The people who will be building a product need o have a clear understanding of how to
approach privacy issues. They will also be able to suggest workable privacy solutions to the risks
which have beenidentified.

Information technology (IT)
Will be able to advise on security risks and solutions. The role of IT is limited to security and
might alsc include discussions onthe usability of any software.

Procurement

Ifthe projectwill require systems or services to be procured, the needs ofthe project needto be
established before procurement takes place.
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» Potential suppliers and data processors
If some of the project will be cutsourced to a third party, early engagement will help to
understand which options are available.

= Communications
APlAcanbecome auseful part of a project’'s communication strategy. Forexample, involving
communications colleagues inthe PIA can help to establish a clear message to the public about a
project.

»  Customer-facing roles
Itis important to consult with the people who will have to use a new system or put a policy into
practice. They will be able to advise on whether the system will work as intended.

» Corporate governance/compliance
Colleagueswhowork onrisk managemeniforanorganisation shouldbe abletointegrate PIAs
into their work. Other areas of compliance ¢an be included in the PIA process.

» Researchers, analysts, andstatisticians
Information gathered by a new project may be used to analysing customer behaviour or for
other statistical purposes. Where relevant, consulting with researchers can lead to more
effective safeguards such as anonymisaticn.

»  Senior management
it will he important to involve those with responsibility for signing off or approving a project.

External Consultation

External consultation means seeking the views of the people who will be affected by the project.
This may be members of the public but can also mean people within an organisation {forexample
staff who will be affected by a new online HR system). Consultation with the people who will be
affected is an important part of the PIA process. There are two main aims. Firstly, it enables an
organisation to understand the concerns of those individuals. The consultation will also improve
transparency by making people aware of how information about them s being used.

A thorough assessment of privacy risks is only possible if an organisation fully understands how
information is being used in a project. An incomplete understanding of how
information is used can be a significant privacy risk — for example; data might be used for unfair
purposes or disclosedinappropriately.

You must have regard when linking to the Privacy Impact Assessment to the 8 Data Protection
principals below:

Principle 1
Personal data shall be processed fairly and lawfully and, in particular, shall not be processed
unless:

a) atleast one of the conditions in Schedule 2 is met, and
k) inthe case of sensitive personal data, atleast one ofthe conditions in Schedule 3is also met.
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» Have you identified the purpose of the project?

»  How willindividuals be told about the use of their personal data?

* Do you needto amend your privacy notices?

* Have you established which conditions for processing apply?

= If youarerelying on consent to process personal data, how will this be collected and what will
you do if it is withheld or withdrawn?

* |f your organisation is subject to the Human Rights Act, you also need to consider:

Wil your actions interfere with the right to privacy under Article 87

» Have youidentified the social need and aims of the project?

* Are your actions a proportionate response to the social need?

Principle 2
Personal data shall be obtained only for one or more specified and lawful purposes, and shall not
befurther processedin any manner incompatible with that purpose or those purposes

= Does yourproject plan cover all of the purposes for processing personal data?
» Have potential new purposes heen identified as the scope of the project expands?

Principle 3
Personal datashallbeadequate, relevantandnotexcessiveinrelationtothe purposeorpurposes
for which they are processed

» |stheinformation you are using of good encugh quality for the purposes itis used for?
»  Which personal datacould you not use, without compromising the needs of the project?

Principle 4
Personal data shall be accurate and, where necessary, kept up to date

= |fyou are procuring new software does it allow you to amend data when necessary?
» How are you ensuring that personal data obtained from individuals or other organisations is
accurate?

Principle 5
Personal data processed for any purpose or purposes shall not be kept for longer than necessary

for that purpose or those purposes

= What retention periods are suitable for the perscnal data you will be processing?
*  Areyou procuring software which will allow you to delete information inline with your retention
periods?

Principle 6
Personaldatashallbeprocessedinaccordancewiththerightsof datasubjectsunderthisAct

»  Willthe systems you are puiting in place allow youtorespondto subject access requests more
easily?

» |f the project involves marketing, have you got a procedure for individuals fo opt out of their
information being used for that purpose?

Principle 7
Appropriate technical and organisational measures shall be taken against unauthorised or
unlawful processing of personal data and against accidental loss or destruction of, or damage to,

personal data
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» Do any new systems provide protection against the security risks you have identified?
=  Whattraining and instructions are necessary to ensure that staff know how to operate a new
system securely?

Principle 8

Personal data shall not be transferred to a country or territory outside the European Economic
Area unless that country of territory ensures and adequate level of protection for the rights and
freedoms of data subjects in relation to the processing of personal data

= Willthe project require you to transfer data outside of the EEA?
= Ifyouwill be making transfers, how will you ensure that the data is adequately protected?
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Subject Access Request Form

Process to Action

Name of requester
(Method of communication)
Email Address

Phone number

Postal Address

Date Subject Access Request made

Is the request made under the Data Protection Legislation Yes | No

Date Subject Access Request action to be completed by
(One month after receipt time limit)

Extension to the date of reply requested
(An extension of another two months is permissible provided it is communicated | Yes | No
to the subject within the one month period)

Extension date advised to the Subject Requester and method of contact

Identification must be proven from the following list:

Current UK/EEA Passport

UK Photocard Driving Licence (Full or Provisional)

EEA National Identity Card

Full UK Paper Driving Licence

State Benefits Entitlement Document

State Pension Entittement Document

HMRC Tax Credit Document

Local Authority Benefit Document

State/Local Authority Educational Grant Document

HMRC Tax Notification Document

Disabled Driver's Pass

Financial Statementissued by bank, building society or credit card company
Utility bill for supply of gas, electric, water or telephone landline

A recent Mortgage Statement

A recent council Tax Bill/Demand or Statement

Tenancy Agreement

Building Society Passbook which shows a transaction inthe last 3 months and
their address

Verification sought that the Subject Access request is substantiated Yes | No
Verification received Yes | No
Verification if the Council cannot provide the information requested Yes | No
Is the request excessive or unfounded? Yes | No
Request to be actioned Yes | No
Fee to be charged

(Subject Access requests must be undertaken free of charge to arequester Yes | No
unless the legislation permits a reasonable charge)
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If the request is to be refused, action to be taken and by whom.

Changes requested to data/ or removal

Completion date of reust
Date complaint received by requested and details of the complaint

Date complaint completed and outcome

Categories of Data to Check

HR

Democracy
Statutory Function
legal
Business
Legal requirement
General Data
Consultation Data
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2.1
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This policy supports the controlled storage and transfer of information by Councillors
and all employees, temporary staff and agents {contractors, consultants and others
working on behalf of the council) who have access to and use of computing
equipment that is owned or leased by Swinfen and Packington Parish Council.

Information is used throughoutthe counciland is sometimes shared with external
organisations and applicants. The useof removable mediamayresultin the loss of
the ability to access information, or interference with the integrity of information,
which could have a significant effect on the efficient operation of the councit and
may result in financial loss and an inability to provide services to the public.

It is therefore essential for the continued operation of the council that the
availability, integrity and confidentiality of all storage devices are maintained at a
level which is appropriate to the council's needs.

The aims of the policy are to ensure that the use of removable storage devices is
accomplished with due regard to:

Enabling the correct data to be made available where it is required
Maintaining the integrity of the data

Preventing unintended conseguences to the stability of the computer network
Building confidence and trust in data that is being shared between systems

Maintaining high standards of care towards data and information about individual
parishioners, staff or information that is exempt from disclosure

Compliance with legislation, policies ar good practice requirements

Principals

This policy sets out the principles that will be adopted by the council in order for
materialto be safely stored onremovable mediasothattherisk ofloss orcorruption
to work data is low.

Removable media includes but is not limited to:

USB memory sticks, memory cards, portable memory devices, CD/DVDs, diskettes
and anyotherdevicethat transfers databetween systems or stores electronicdata

separately from email or other applications.

Any person who intends to store council data on removable media must abide by
this Policy. This requirement devolves to Councillers, employees and agents of the
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SWINFEN AND PACKINGTON PARISH COUNCIL
THE MANAGEMENT OF TRANSFERABLE DATA POLICY

council, whomaybe held personallyliable foranybreach ofthe requirements ofthis
policy.

Failure to comply with this policy could result in disciplinary action.

Advice and Assistance

The Clerk will ensure that everyone that is authorised to access the council's
information systems is aware of their gbligations arising from this policy.

A competent person should be consulted over any hardware or systemissues.
Advice and guidance on using software packages should be also sort from a
competent person.

Responsibilities

Clerks are responsible for enforcing this policy and for having arrangements in place
to identify the location of all data used in connection with council business.

Users of removabte media must have adequate Records Management/Information
Security training so that relevant policies are implemented.

Incident Management

It is the duty of allemployees and agents of the council to not allow storage media
to be compromised in any way whist intheir care or undertheir control. There must
beimmediate reporting of any misuse orirresponsible actions that affectwork data
orinformation, anyloss of material, oractual, orsuspected breachesininformation
security to the Clerk.

Itis the duty of all Councillors/Employees to report any actual or suspected breaches
in information security to the Clerk.

Data Administration

Removable media should notbe the only place where data created or obtained for
work purposes is held, as data that is only held in one place and in oneformat is at
much higher risk of being unavailable through loss, destruction or malfunction of
equipment, than data which is routinely backed up.

Where rermovable media is used to transfer material between systems then copies of
the data should also remain on the source system or computer, untit the data is
successfully transferred to another computer or system.

Where there is a business requirement to distribuie information to third parties,

then removable mediamustonly be used whenthefilecannotbe sentoristoolarge
to be sent by emait or other secure electronic means.
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Transferring materialtoremovable mediais asnapshotofthe dataatthetime itwas
saved tothe media. Adequate labelling must be undertaken so as to easily identify
the version of the data, as well as its content.

Files must be deleted from removable media, or the removable media destroyed,
when the operational use of the material has been completed. The council’s
retention and disposition schedule must be implemented by Councillors, employees,
contractors and agents for all removable media.

Security

All storage media must be kept in an appropriately secure and safe environment that
avoids physicalrisk, loss orelectrical corruption of the business asset, Due totheir
smallsizethereis a highrisk ofthe removable mediabeingmislaid lostordamaged,
therefore special care is required to physically protect the device and the data.
Anycne using removable media to fransfer data must consider the most appropriate
way to transport the device and be able to demonstrate that they took reasonable
care to avoid damage or loss.

Virus Infections must be prevented from damaging the council’s network and
computers. Virus and malware checking software approved by the council, must be
operational on both the machine from which the data is taken and the machine on
to which the data is to be loaded. The data must be scanned by the virus checking
software, before the media is loaded on to the receiving machine.

Any memory stick used in connection with council equipment or to store council
material should usually be council owned. However, work related data from external
sources canbetransferredtothe councilnetwork usingmemory sticks thatare from
trusted sources and have been checked using current anti-virus software.

The council will not provide support or administrator access for any non-council
memory stick.

Use of removable media

Care must be taken over what data or information is transferred onto removable
media. Only the data that is authorised and necessary to be transferred should be
saved on to the device.

Councilmaterialbelongstothe councilandanyequipmentonwhichitis held should
be under the control of the council and not available to be used for other purposes

that may compromise the data.

All data transferred to removable media should he in accordance with an agreed
process established by the council so that material can be traced.

The person arranging the transfer of data must be authorised to make use of, or
process that particulardata.
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Whilstintransitor storage the datamustbe given appropriate security according to
the type of data and its sensitivity.

Encryption must be applied to the data file unless there is no risk to the council,
other organisations or individuals from the data being lost whilst in transit or
storage. If encryptionis not available, password control must be applied if removable
media must be used for the business purpose.

Faulty or Unneeded Storage Devices

Damaged orfaulty media must notbe used. The Clerk must be consulted over any
damaged equipment, peripherals or media.

Allunneeded or faulty storage devices must be dealt with securely to remove the
data before reallocating or disposing of the device.

Breach procedures

Users whe do not adhere to this policy will be dealt with through the council’s
disciplinary process.

Where external service providers, agents or contractors breach the policy, this
should be addressed through contract arrangements.

Review and Revision

This policy will be reviewed annually by the council and revised according to
developmentsin legislation, guidance, accepted good practice and operational use.

Employees Guide in Brief

Data and information are valuable and must be protected.

Only transfer data onto removable media, if you have the authority to do so.
All transfer arrangements carry a risk to the data.

Run the virus checking programme on the removable media each time it is
connected to acomputer.

Only use approved products for council data.

Activate encryption on removable media wherever it is available and password
protection if notavailable

Data should be available for automatic back up and not solely saved to removable
media.
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12.9 Delete files from removable media, or destroy the media, after the material has
been used for its purpose.
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h | A-'-' Shelutions Urban Furniture Ltd
S e u ' O n S Accounts Department - Cfo 18 St James Close
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0800 689 0365
info@shelutions.co.uk

Quotation
Swinfen and Packington Parish Council Quote Number: 2071
Quote Date: 19/06/2018
Valid For: 30 Days
Account: SPPCO01
Quote Ref: SPPC/0618/01
VAT Registration No: 2815791786
Qty | Description Rate Total VAT
1 | anufacture & Installation of an Extended 3 Bay 3,895.00 | 3,895.00 | 779.00

Commuter Cantilever with No End Returns, , 3 Bar
Aluminium Anti-Vandal Glazing Bays, Internal rainwater
management system, UV Stabilised Polycarbonate
roof and side glazing, All aluminium components acid
etched and powder-coated to TBC.

Stop Text on 1/2 moon ends.

Inclusive of delivery and Installation

PAYMENT TERMS
Payment is due on or before the 14th day following the date of invoice

Total Net Amount: £3,895.00
VAT @ 20%: £779.00
Quote Total: £4,674.00
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Commuter Range - cantitever

The commuter shelter has been developed using
the latest design technology to provide our clients
with a shelter range incorporating style, high
quality and durability

Having an attractive barrel vault roof design

and either round or square legs the commuter is
capable of accepting RTPI and can be supplied

with any accessory from our extensive range
including solar, mains or low voltage mains lighting.

Designed and manufactured to last the commuter
uses extremely robust materials and finishes
ensuring its stylish appearance is maintained.

The commuter shelter provides a stylish, practical
waiting environment giving our clients a powerful
marketing tool in the promotion of passenger
transport use.

The commuter can be manufactured around your
needs. It is available in any size and configuration,
can be complimented with a variety of seating,
lighting and other accessories.

It is available in any RAL or BS standard colour and
can be branded with graphics consistent with your
styles and corporate identities.

The versatility of our design and manufacturing
process ensures that when you purchase a
commuter shelter you purchase a highly practical
waiting shelter, suitable and complimentary of any
environment

Low Us O

W B (3 ewitker

T: 0800 689 0365
E: info@shelutions.co.uk
W: www.shelutions.co.uk
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